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Quick Intro

In this article, I'm going to explain how SSL client certificate authentication works on BIG-IP and explain
what actually happens during client authentication as in-depth as | can, showing the TLS headers on

Wireshark.
This article is about the client side of BIG-IP (Client SL profile) authenticating a client connecting to BIG-IP.

The Topology

For reference so we can follow Wireshark output:

Virtual Server:

10.199.3.135/32 10.199.3.101:443

e

How to Configure Client Certificate Authentication on Client SSL
profile

Essentially, what we're doing here is making BIG-IP verify client's credentials before allowing the TLS

handshake to proceed.
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However, such credentials are in the form of a client certificate.

The way to do this is to configure BIG-IP by:

Adding a CA file to Trusted Certificate Authorities (ca-file in tmsh) to validate client certificate

Optionally adding same CA that signed client certificate to Advertised Certificate Authorities

Enforcing Client Certificate validation by setting Client Certificate option on BIG-IP to require

Optionally setting the Frequency of such checks if we don't want to stick to the defaults.
I'll go through each option now.

Adding CA file to Trusted Certificate Authorities

Client Authentication

Client Certificate

Frequency
Retain Certificate v Enabled
Certificate Chain Traversal
Depth
Trusted Certificate Authorities None .
Advertised Certificate Authorities Q
CRL None
/Common
CRL File

ca-bundle.crt

Allow Expired CRL File defacy.crt

f5-ca-bundle.crt

SSL Forward Proxy

2 J f5-irule.crt
| SSL Forward Proxy

We should add to Trusted Certificate Authorities a single certificate file (*.crt) with one CA or
concatenated file with 2 or more CAs with the purpose of validating client certificate, i.e. confirming

client's identity.
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Upon receiving client certificate, BIG-IP will go through this list of CAs and confirm client's identity.

It also has another purpose which is to authenticate BIG-IP to client but it's out of the scope of this article.

Optionally add CA file to Advertised Certificate Authorities

Trusted Certificate Authorities explicitly tells BIG-IP the CA or chain of CAs it will use to validate client
certificate whereas Advertised Certificate Authorities tells client in advance what kind of CA BIG-IP trusts

so that client can make the decision about which certificate to send to BIG-IP:

Client Authentication

Client Certificate

Frequency once ¢

Retain Certificate v Enabled

Certificate Chain Traversal |

Depth

Trusted Certificate Authorities . ca-bundle.crt v

Advertised Certificate Authorities None B

CRL HL Q
None

CRL File
/Common

I i i
Allow Expired CRL File ca-bundle.crt
SSL Forward Proxy default.crt

f5-ca-bundle.crt
f5-irule.crt ‘W

SSL Forward Proxy

I
|

Why would we use Advertised Certificate Authorities?

Let's imagine a situation where Client's application has more than one Client Certificate configured.

https://community.f5.com/t5/tkb/articleprintpage/tkb-id/TechnicalArticles/article-id/5681 Page 3 of 19



Client SSL Authentication on BIG-IP as in-depth as... - DevCentral 4/25/22, 11:41 AM

How is it going to figure out which certificate to send to BIG-IP? That's where Advertised Certificate

Authorities comes to rescue us!

When we add our CA bundle to Advertised Certificate Authorities, we're telling BIG-IP to add it to a

header field named Distinguished Names within Certificate Request message.

| dedicated the Appendix section to show you more in-depth how changing Advertised Certificate

Authority affects Certificate Request header.

Configuring BIG-IP to enforce Client Certificate validation

To enable client certificate authentication on BIG-IP we change Local Traffic » Profiles : SSL : Client »

Client Certificate to request:

Client Authentication

Client Certificate

Frequency

Retain Certificate v Enabled

Certificate Chain Traversal

Depth

Trusted Certificate Authorities None v
Advertised Certificate Authorities = None v

The default is set to ignore where client certificate authentication is disabled.

If we truly want to enable client certificate validation we need to select require.
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The reason why is because request makes BIG-IP request a client certificate from the client but BIG-IP will

not perform the validation to confirm if the certificate sent is valid in this mode.
The following subsections explain each option.

Ignore

Client Certificate Authentication is disabled (the default).

BIG-IP never sends Certificate Request to client and therefore client does not need to send its certificate
to BIG-IP.

In this case, TLS handshake proceeds successfully without any client authentication:
pcap: ssl-sample-peer-cert-mode-ignore.pcap

Wireshark filter used: frame.number == 5 or frame.number ==

No Certificate Request message here!

No. Time Source Destination Protocol Info
5 10:27:28.026204 10.199.3.135 10.199.3.101 TLSv1.2 IN s1/tmml : Client Hello —
6 10:27:28.164292 10.199.3.101 10.199.3.135 TLSv1.2 OUT s1/tmml : Server Hello, Certificate, Server Hello Done

Request

BIG-IP requests Client Certificate by sending Certificate Request message but does not check whether

client certificate is valid which is not really client authentication, is it?

This means that ca-file (Trusted Certificate Authorities in the GUI) will not be used to validate client

certificate and we will consider any certificate sent to us to be valid.

For example, in ssl-sample-peer-cert-mode-request-with-no-client-cert-sent.pcap we now see that BIG-IP

sends a Certificate Request message and client responds with a Certificate message this time:

https://community.f5.com/t5/tkb/articleprintpage/tkb-id/TechnicalArticles/article-id/5681 Page 5 of 19


https://dc2-public.s3.amazonaws.com/ssl-sample-peer-cert-mode-ignore.pcap
https://dc2-public.s3.amazonaws.com/ssl-sample-peer-cert-mode-request-with-no-client-cert-sent.pcap

Client SSL Authentication on BIG-IP as in-depth as... - DevCentral 4/25/22, 11:41 AM

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Length: 7
v Handshake Protocol: Cer.ti‘ficate‘ Client (my browser) sends a blank certificate but it doesn't
Handshake Type: Certificate (11) matter because BIG-IP does not validate it anyway so TLS BIG-IP now requests certificate to Client
Length: 3 handshake proceeds \\
[Certificates Length: 9] 5. \\
N N

No. Time Source Destination Protocol Info \\mu \
41 10.1900.. 10.199.3.101 10.199.3.135 TLSv1.2 0UT s1/t : Server Hello, Certificate, |Certificate Request], Server Hello Done

42 10.1910. 10.199.3.135 10.199.3.101 TCP IN s1/tmml™: 46392 - 443 [ACK] Seq=173 Ack=1324 Win=31752 Len=0 TSval=23692622
43 10.1917.. 10.199.3.135 10.199.3.101 TLSv1.2 IN s1/tmml :|Certificate, Client Key Exchange, Change Cipher Spec, Encrypted H
44 10.1918. 10.199.3.101 10.199.3.135 TCP OUT s1/tmml : 443 - 46392 [ACK] Seq=1324 Ack=375 Win=4754 Len=0 TSval=419009571

OUT s1/tmml : Change Cipher Spec

46 10.1932. 10.199.3.101 10.199.3.135 TLSv1.2 __OUT sI/tmml : Encrypted Handshake Message]

ChangeCipherSpec is a 1-byte message signalling to ~
| see encrypted This is an encrypted Finished message which is the

my client that from this point on
communication using the parameters negotiated during last message in a TLS handshake before encrypted
the TLS handshake application data is exchanged

Because | didn't add any client certificate to my browser, it sent a blank certificate to BIG-IP.

Again, BIG-IP did not perform any validation whatsoever, so TLS handshake proceeded successfully.
We can then conclude that this setting only makes BIG-IP request client certificate and that's it.
Require

It behaves just like Request but BIG-IP also performs client certificate validation, i.e. BIG-IP will use CA we

hopefully added to ca-file (Trusted Certificate Authorities in the GUI) to confirm if client certificate is valid.

This means that if we don't add a CA to Trusted Certificate Authorities (ca-file in tmsh) then validation will

fail.

Setting the Frequency of Client Certificate Requests

This setting specifies the frequency BIG-IP authenticates client by enabling/disabling TLS session

resumption.

It has only 2 options:
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Client Authentication

Client Certificate

Frequency

Retain Certificate v Enabled

Certificate Chain Traversal

Depth

Trusted Certificate Authorities None v
Advertised Certificate Authorities = None v

CRL File

Allow Expired CRL File

once

BIG-IP requests client certificate during first handshake and no longer re-authenticates client as long as

TLS session is reused and valid.

The way BIG-IP does it is by using Session Resumption/Reuse.

During first TLS handshake from client, BIG-IP sends a Session ID to Client within Server Hello header
and in subsequent TLS connections, assuming session ID is still in BIG-IP's cache and client re-sends it
back to BIG-IP, then session will be resumed every time client tries to establish a TLS session (respecting

cache timeout).

First time client sends Client Hello with blank session ID as it's cache is empty and then it is assigned a

Session ID by BIG-IP (409f....>

pcap: ssl-sample-clientcert-auth-once-enabled.pcap

Wireshark filter used: filter: lip.addr == 172.16.199.254 and frame.number > 1 and frame.number <7
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v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0xe301)

Length: 300 There's nothing in Client's cache yet so Session ID
v Handshake Protocol: Client Hello is empty and its length is obviously zero.
Handshake Type: Client Hello (1) s

Length: 296
Version: TLS 1.2 (0x0303)

Time Source
2 29.5765.. 10.199.3.135

Destination Protocol
10.199.3.101 TCP IN s1/tmml : 57288 - 443 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSva

""" ISyl \ 5 LN=43 en S 16

4 29.5783.. 10.199.3.135 10.199.3.101 TCP IN s1/tmml : [ACK] Seq=1 Ack=1 Win=29200 Len=0 TSval=133493734 TSe:

5 29.5786.. 10.199.3.135 10.199.3.101 TLSv1.2 IN sl1/tmml : Client Hello

6 29.5787.. 10.199.3.101 10.199.3.135 TLSv1.2 OUT s1/tmml : Certificate, Certificate Request, Server Hello Done

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22) This is BIG-IP's session ID that client
Version: TLS 1.2 (0x0303) is supposed to store in its cache and
Length: 81 re-send it in Client Hello message
v Handshake Protocol: Server Hello during next TLS handshake
Handshake Type: Server Hello (2)
Length: 77

Version: TLS 1.2 (0x0303)

» Random: 8d432e4d53c5e9907338ae35b29493c52e69fad7cedd1094... l{f/
Session ID Length: 32
Session ID: 409f73297542¢76ce9267cf09c4b2eb4650bed45137173015..

Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)

Certificate Request confirms BIG-IP is trying to authenticate client.

Notice Session ID BIG-IP sent to client is 409f7...

Then when Client tries to go through another TLS handshake and sends above session ID in Client Hello
(packet #70 below).

BIG-IP then confirms session is being resumed by sending same session ID in Server Hello back to client:

Wireshark filter used: lip.addr == 172.16.199.254 and frame.number > 66 and frame.number <73
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v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.0 (0x0301)

Length: 332

v Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 328
Version: TLS 1.2 (0x0303)

» Random: b7eb14d3665a8051a132b70e859c4c1b8ec89c233b3d96ed..
Session ID Length: 32

Session ID: 409f73297542¢76ce9267cf09c4b2ebd650bed5137173015..

No. Time Source Destination Protocol SrcPrt Length DstPrt fo

14:43:33.637 10.199.3.101

70 14:43:33.639 10.199.3.135 10.199.3.101 TLSv1.2 57290 507 443 IN s1/tmml :

10.199.3.135 TCP : 57290 - 443 [ACK] Seq=3183089938

71  14:43:33.640 10.199.3.101 10.199.3.135 TLSv1.2 443 262 57290 OUT s1/tmml : [Server Hello, Change Cipher Spec
72 14:43:33.641 10.199.3.101 10.199.3.135 TLSv1.2 443 215 57290 OUT s1/tmml " Finished

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: 81

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (0x0303)

» Random: 3919f4bcf8ed4bdebbcb54719¢cab7284b5687¢36f69841902..
Session ID Length: 32

Session ID: 409f73297542c76ce9267cf09c4b2eb4650bed5137173015..

This resumed TLS handshake just means we will not go through full handshake and will no longer need to
exchange keys, select ciphers or re-authenticate client as we're reusing those already negotiated in the

full TLS handshake where we first received Session ID 409f...
always
BIG-IP requests client certificate, i.e. re-authenticates client at every handshake.

On BIG-IP, this is accomplished by disabling session reuse which makes BIG-IP not to send Session

ID back to Client in the beginning and forcing a full TLS handshake every time.
pcap: ssl-sample-clientcert-auth-always-enabled.pcap

Wireshark filter used: lip.addr == 172.16.199.254 and ((frame.number > 1 and frame.number < 7) or

(frame.number > 74 and frame.number < 80))
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v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Length: 49
BIG-IP never sends Session ID so v Handshake Protocol: Server Hello
client can be re-authenticated every Handshake Type: Server Hello (2)

time Length: 45

T~ Version: TLS 1.2 (0x0303)
Random: 363bdf1f52732e0b463971d03dfe1928835bdcc53adafess..
Session ID Length: @

Destination Protocol Info
10.199.3.101 s1/tmml : 57304 - 443 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSva

No. ~ Time Source
33.5237.. 10.199.3.135

33.5255.. 10.199.3.135 10.199.3.101 TCP s1/tmml \; 57304 - 443 [ACK] Seq=1 Ack=1 Win=29200 Len=@ TSval=133866669 TSe:
5 33.5266.. 10.199.3.135 10.199.3.101 TLSv1.2 IN s1/tmml :\Client Hello
33.5268.. 10.199.3.101 10.199.3.135 TLSv1.2 s1/tmml : |Server Hello, Certificate, Certificate Request, Server Hello Done

45.9505.. 10.199.3.135 10.199.3.101 TCP IN s1/tmml : 57306 - 443 [ACK] Seq=1 Ack=1 Win=29200 Len=0 TSval=133869775 TSe:
78 45.9507.. 10.199.3.135 10.199.3.101 TLSv1.2 IN s1/tmml : Client Hello
79 45.9508.. 10.199.3.101 10.199.3.135 TLSv1.2 OUT s1/tmml : |Server Ne1l3|, Certificate, Certificate Request, Server Hello Done

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: 49

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 45
Version: TLS 1.2 (0x0303)

» Random: 17d41ce7daladb473723467155b7a847df34a8461bbb8b6f...

Session ID Length: @

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Length: 49
BIG-IP never sends Session ID so v Handshake Protocol: Server Hello
client can be re-authenticated every Handshake Type: Server Hello (2)

time Length: 45

T~ Version: TLS 1.2 (0x0303)
Random: 363bdf1f52732e0b463971d03dfe1928835bdcc53adafess..
Session ID Length: @

Destination Protocol Info
10.199.3.101 s1/tmml : 57304 - 443 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSva

No. ~ Time Source
33.5237.. 10.199.3.135

33.5255.. 10.199.3.135 10.199.3.101 TCP s1/tmml \; 57304 - 443 [ACK] Seq=1 Ack=1 Win=29200 Len=@ TSval=133866669 TSe:
5 33.5266.. 10.199.3.135 10.199.3.101 TLSv1.2 IN s1/tmml :\Client Hello
33.5268.. 10.199.3.101 10.199.3.135 TLSv1.2 s1/tmml : |Server Hello, Certificate, Certificate Request, Server Hello Done

45.9505.. 10.199.3.135 10.199.3.101 TCP IN s1/tmml : 57306 - 443 [ACK] Seq=1 Ack=1 Win=29200 Len=0 TSval=133869775 TSe:
78 45.9507.. 10.199.3.135 10.199.3.101 TLSv1.2 IN s1/tmml : Client Hello
79 45.9508.. 10.199.3.101 10.199.3.135 TLSv1.2 OUT s1/tmml : |Server Ne1l3|, Certificate, Certificate Request, Server Hello Done

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: 49

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 45
Version: TLS 1.2 (0x0303)

» Random: 17d41ce7daladb473723467155b7a847df34a8461bbb8b6f...

Session ID Length: @
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Appendix: Understanding how Advertised Certificate Authority
field affects Certificate Request header

For this test, I've got the following:

e myCAbundle.crt: concatenation of root_ca.crt and Itm2.crt (signed by root_ca.crt)

o client_cert.crt: added to Firefox and signed by ltm2.crt

I've also added myCAbundle.crt to Trusted Certificate Authorities so BIG-IP is able to verify that

client_cert.crt is valid.
For each test, | will use change Advertised Certificate Authorities so we can see what happens.

We'll go through 3 tests here:

e Setting Advertised Certificate Authority to None
e Setting Advertised Certificate Authority to a certificate that didn't sign client cert

e Setting Advertised Certificate Authority to a bundle that signed client cert

Setting Advertised Certificate Authority to None

Client Authentication

Client Certificate

validate client certiicate
Retain Certificate Enabled

Certificate Chain Traversal

Depth

Trusted Certificate Authorities myCAbundle v

BIG-IP will not advertise any CAs in Certificate
Advertised Certificate Authorities || None Request message

CRL File

Allow Expired CRL File

Note that even though no CA was advertised in Certificate Request message, BIG-IP still advertises
Certificate types and Signature Hash Algorithms so that client knows in advance what kind of certificate
(RSA, DSS or ECDSA) and hash algorithms BIG-IP supports in advance.
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If client certificate had not been signed using any of the certificate types and hashing algorithms listed

then handshake would have failed.

However, in this case validation is successful as we can see on frame #8 that client certificate is RSA type

and hashed with SHA1:

pcap: ssl-sample-advcert-none.pcap

filter used: lip.addr == 172.16.199.254 and frame.number > 1 and frame.number <16

When we add a CA bundle to
Advertised Certificate Authorities,
Distinguished Names gets populated
but here it's zero because we set it

~“~\\\\\\\\~ [» Signature Algorithm: rsa_pkcsl_shal (0x0201)————— |

to None.

37.5821..
38.8646...
38.8647.
38.8669..
38.8687..
38.8691..
38.8717..
38.8717..
38.8747.
38.8747..
38.8758..
38.8774..

10.199.3.135
10.199.3.135
10.199.3.101
10.199.3.135
10.199.3.135
10.199.3.101
10.199.3.135
10.199.3.101
10.199.3.101
10.199.3.101
10.199.3.135
10.199.3.135

v TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 36
v Handshake Protocol: Certificate Request
Handshake Type: Certificate Request (13)
Length: 32
Certificate types count: 3
Certificate types (3 types)
[Certificate type: RSA Sign (1
Certificate type: DSS Sign (2)
Certificate type: ECDSA Sign (64)
Signature Hash Algorithms Length: 24
v Signature Hash Algorithms (12 algorithms)
» Signature Algorithm: rsa_pkcsl_sha256 (0x0401)
» Signature Algorithm: SHA256 DSA (@x0402)
» Signature Algorithm: ecdsa_secp256rl_sha256 (0x0403)
» Signature Algorithm: rsa_pkcsl_sha384 (0x0501)
» Signature Algorithm: SHA384 DSA (0x0502)
» Signature Algorithm: ecdsa_secp384rl_sha384 (0x0503)
>
>
>

<

Signature Algorithm: rsa_pkcsl_sha512 (0x0601)
Signature Algorithm: SHA512 DSA (@x0602)
Signature Algorithm: ecdsa_secp521rl_sha512 (@x0603)

» Signature Algorithm: SHA1 DSA (©x0202)

\ : hal (0x203)
Distinguished Names Length: @

Protocol

Destination Info

10.199.3.101
10.199.3.101 TLSv1.2

: Client Hello

s1/tmml : Server Hello, Certificate, Certificate Request, Server Hello Done
10.199.3.101 TCP IN s1/tmml : 58142 - 443 [ACK] Seq=248 Ack=1189 Win=32076 Len=@ TSval=17699022
IN

10.199.3.101 TLSv1.2 s1/tmml :
10.199.3.135 TCP OUT s1/tmml :

10.199.3.135 TLSv1.2 OUT s1/tmml
10.199.3.135 TLSv1.2 OUT s1/tmml
10.199.3.101 TCP IN s1/tmml
10.199.3.101 TLSv1.2 IN s1/tmml : Applicdtion Data

Change| Cipher Spec
Encrypted Handshake Message

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 1032
v Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1028
Certificates Length: 1025
v Certificates (1025 bytes)
Certificate Length: 102
v Certificate: 308203fa308201e2020101300d06092a¢
v signedCertificate

serialNumber: 1
» signature (shalWithRSAEncryption)

» issuer: rdnSequence (9)
» validity
» subject: rdnSequence (0)
» subjectPublicKeyInfo
» algorithmIdentifier (shalWithRSAEncryption)

https://community.f5.com/t5/tkb/articleprintpage/tkb-id/TechnicalArticles/article-id/5681

1 58142 - 443 [ACK] Seq=1 Ack=1 Win=29200 Len=0 TSval=176989908 TSe

443 - 58142 [ACK] Seq=1189 Ack=1285 Win=5664 Len=0 TSval=27365692
10.199.3.101 TLSv1.2 IN s1/tmml : Client Key Exchange, Certificate Verify, Change Cipher Spec, Encr
10.199.3.135 TCP OUT s1/tmml : 443 -\58142 [ACK] Seq=1189 Ack=1616 Win=5995 Len=0 TSval=27365692

58142 4 443 [ACK] Seq=1616 Ack=1240 Win=32076 Len=0 TSval=1769902

SHA1 = hash algorithm
RSA = certificate type
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It's worth noting that Distinguished Names is NOT populated and has length of zero because we didn't
attach a bundle to Advertised Certificate Authorities. In this case, it worked fine because my client

browser had only one certificate attached, so it shouldn't cause a problem anyway.

Setting Advertised Certificate Authority to a certificate that didn't sign
client cert

pcap: ssl-sample-advcert-default-firefox.pcap
Wireshark filter used: None

I've set Advertised Certificate Authority to default.crt as this is NOT the CA that signed client's certificate:

Client Authentication

Client Certificate (require %)

Frequency (once 4]

Retain Certificate Enabled

Certificate Chain Traversal

Depth

Trusted Certificate Authorities myCAbundle v
Advertised Certificate Authorities || default.crt v
CRL [ None :)

CRL File ( None 4]

Allow Expired CRL File
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The difference here when compared to None is that now we can see that Distinguished Names is now

populated with the certificate | added (default.crt>)

v TLSv1.2 Record Layer:

Length: 193
v Handshake Protocol:

Length: 189

» RDNSequence
RDNSequence
RDNSequence
RDNSequence
RDNSequence
RDNSequence
» RDNSequence

YyYyVYYy

Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Handshake Type: Certificate Request (13)

Certificate types count: 3
» Certificate types (3 types)
Signature Hash Algorithms Length: 24
» Signature Hash Algorithms (12 algorithms)
Distinguished Names Length: 157
v Distinguished Names (157 bytes)
Distinguished Name Length: 155
v Distinguished Name: (pkcs-9-at-emailAddress=root@localhost.localdomain,id-at-c

Handshake Protocol: Certificate Request

Certificate Request

item: 1 item (id-at-countryName=US)

item: 1 item (id-at-stateOrProvinceName=WA)
item: 1 item (id-at-localityName=Seattle)

item: 1 item (id-at-organizationName=MyCompany)

1 Notice that Distinguished Names gets
|
1

item: 1 item (id-at-organizationalUnitName=IT)
1
1

populated with default.crt information

item: 1 item (id-at-commonName=1localhost.localdomain)
item: item (pkcs-9-at-emailAddress=root@localhost.localdomain)

» TLSv1.2 Record Layer:

Handshake Protocol: Server Hello Done [ .

Protocol

Destination

4 10.199.3.101

5 37.3716.. 10.199.3.135 10.199.3.101 TLSv1.2
6 37.3711. 10.199.3.101 10.199.3.135 TLSv1.2
7 37.3727.. 10.199.3.135 10.199.3.101 TCP
8
9

10.199.3.135

37.3703.. TCP

37.4433.. 10.199.3.135 10.199.3.101 TLSv1.2
37.4434.. 10.199.3.101 10.199.3.135 TLSv1.2

10.199.3.135 10.199.3.101

37.4489.. 10.199.3.101 10.199.3.135 TCP

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages

s1/tmml :

IN s1/tmml : Client Hello

OUT s1/tmml : Server Hello, Certificate, Certificate Request, Server Hello Done

IN s1/tmml : 58172 - 443 [ACK] Seq-155 Ack=1346 Win=. 30935 Len=0 TSval=177385787 TSecr=2738151499
IN s1/tmml : Ke hange hange Ciphe pe Encrypted Handshake Message
ouT 31/t

s1/tmml : 58172 - 443 [ACK] Seq-376 A 353 Wln‘30935 Ls |-0 TSVal-177385805 TSecr~2738151572

OUT s1/tmml : 443 - 58172 [ACK] Seq-l354 Ack-377 Hin-4755 Len-6 Sval-2738151577 TSecr—177385806

Content Type: Handshake (22) ~
Version: TLS 1.2 (0x0303) BIG-IP terminates TLS session because of blank
Length: 141 client certificate as Client Certificate is set to
v Handshake Protocol: Certificate Require
Handshake Type: Certificate (11)
Length: 3

Even though | configured Firefox browser with a Certificates Length: @
proper Client certificate, it sent a blank certificate » Mandshake Protocol: Client Key Exchange
because Firefox does not have any client » TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

certificate stored locally that was signed by
default.crt

» TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

However, even though | added the correct certificate to my Firefox browser, it sent a blank certificate

instead. Why?

That's because BIG-IP signalled in Disti
certificate BIG-IP is looking for and as F

a blank certificate back to BIG-IP.

nguished Names that default.crt is the CA that signed the

irefox doesn't have any certificate signed by default.crt, it just sent

Also, because BIG-IP is now performing proper validation, i.e. comparing whatever client certificate is sent

to it with the CA list added to Trusted Certificate Authorities, it knows a blank certificate is not valid and

terminates the TLS handshake with a Fatal Alert.

Setting Advertised Certificate Authority to a bundle that signed client cert

https://community.f5.com/t5/tkb/articleprintpage/tkb-id/TechnicalArticles/article-id/5681
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pcap: ssl-sample-advcert-ltm2chainedwithrootca.pcap
filter used: lip.addr == 172.16.199.254 and frame.number > 1

Now I've set Advertised Certificate Authority to the correct bundle that signed my client certificate:

Client Authentication

Client Certificate (require %)
Frequency ( once ¢]
Retain Certificate Enabled

Certificate Chain Traversal
Depth

Trusted Certificate Authorities - myCAbundle v |

Advertised Certificate Authorities | | myCAbundle v

CRL ( None 4]

CRL File ( None %)

Allow Expired CRL File

And indeed handshake succeeds because:

o BIG-IP advertises myCAbundle.crt in Certificate Request >> Distinguished Names header, as per
Advertised Certificate Authority configuration

e By reading Distinguished Names field, Client correctly sends the correct client certificate back to

BIG-IP

o BIG-IP correctly validates client certificate using myCAbundle configured on Trusted Certificate
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Authorities

v Transport Layer Security
» TLSv1.2 Record Layer: Handshake Protocol: Server Hello
» TLSv1.2 Record Layer: Handshake Protocol: Certificate
v TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
Content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 281
v Handshake Protocol: Certificate Request
Handshake Type: Certificate Request (13)
Length: 277
Certificate types count: 3
This is root ca.crt » Certificate types (3 types)
(hatggned]un2£r( Signature Hash Algorithms Length: 24
» Signature Hash Algorithms (12 algorithms)
\\\\\\\\\ Distinguished Names Length: 245
v Distinguished Names (245 bytes)
Distinguished Name Length: 108
»iDistinguished Name4 (pkcs-9-at-emailAddress=digof@zipm
Distinguished Name Length: 133
‘\N‘\‘\““Fﬁoistinguished Name:| (pkcs-9-at-emailAddress=root@f5.co

» TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done

This is Itm2.crt that signed
client_cert.crt

Source Destination Protocol Info

4.730167 10.199.3.135

12 4.870838 10.199.3.101 10.199.3.135 TLSv1.2
13 4.870852 10.199.3.101 10.199.3.135 TLSv1.2
14 4.871365 10.199.3.135 10.199.3.101 TCP

15 4.872107 10.199.3.135 10.199.3.101 TLSv1.2
16 4.872124 10.199.3.101 10.199.3.135 TCP

: Change Cipher Spec

s1/tmml : Application Data

Firefox sends the correct certificate to BIG-
IP according to CA advertised in Certificate
Request >> Distinguished Names

Hope this article provides some clarification about these mysterious TLS headers.

Security

Q) authentication BIG-IP ssl tls

& 6 Kudos

Comments

https://community.f5.com/t5/tkb/articleprintpage/tkb-id/TechnicalArticles/article-id/5681

10.199.3.101 s1/tmml : 49780 - 443 [ACK] Seq=1 Ack=

: Encrypted Handshake Message
: 49780 - 443 [ACK] Seq=1616 Ack=1485 Win=31526 Len=0 TSval=5860817

4/25/22, 11:41 AM

in=29200 Len=0 TSval=5860782 TSecr:

4

5 4.862980 10.199.3.135 10.199.3.101 TLSv1.2 : Client Hello

6 4.863179 10.199.3.101 10.199.3.135 TLSv1.2 s1l/tmml : Server Hello, Certificate, Certificate Request, Server Hello Done
7 4.864652 10.199.3.135 10.199.3.101 TCP s1/tmml : 49780 - 443 [ACK] Seq=248 Ack=1434 Win=31526 Len=0 TSval=5860815 "
8 4.866107 10.199.3.135 10.199.3.101 TLSv1.2 :

9 4.866447 10.199.3.101 10.199.3.135 TCP ouT t 443 - 49780 [ACK] Seq=1434 Ack=1285 Win=5664 Len=0 TSval=30885724'
10 4.868423 10.199.3.135 10.199.3.101 TLSv1.2 IN : Client Key Exchange, Certificate Verify, Change Cipher Spec, Encr
11 4.868440 10.199.3.101 10.199.3.135 TCP ouT 1 443 - 49780 [ACK] Seq=1434 Ack=1616 Win=5995 Len=0 TSval=30885725!

OUT s1/tmml : 443 - 49780 [ACK] Seq=1485 Ack=1721 Win=6100 Len=0 TSval=30885725!
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